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As compliance experts and regulators have stated repeatedly in recent weeks, social networking tools such as Twitter, LinkedIn and Facebook can help financial professionals, customers and business associates in their jobs; but they pose risks that must be identified and confronted.

FINRA is issuing regulatory notice 10-06 to guide firms on applying the communications rules to social media sites, such as blogs and social networking sites. FINRA is seeking to interpret its rules in a flexible manner to allow firms to communicate with clients and investors using this new technology.

The notice only addresses a firm's use – through its personnel – of social media sites for business purposes, and it does not purport to address the use by individuals of social media for purely personal reasons, nor does it address the SEC's rules or proposals governing the investment adviser business. Its message is clear: each firm must develop policies and procedures that are best designed to ensure that the firm and its personnel comply with applicable requirements.

Record retention

Every firm that wishes to communicate, or permit its associated persons to communicate through social media sites, must first ensure that it can retain records of those communications. It is up to each firm to determine whether any particular technology, system or program provides the retention and retrieval functions necessary to comply with the books and records rules. 

When reps use non-firm platforms, they must review and retain these messages to be in compliance of SEC rule 17a-4, and they need to know how to handle complaints posted to the corporate website, as required by NASD rule 3070.

Advertising

Some blogs use static content, and FINRA considers such static postings to constitute "advertisement" under rule 2210. If a firm or registered rep sponsors such a blog, it must obtain prior approval of any such posting from a principal. Many blogs enable users to engage in real-time interactive communications. If the blog is used to engage in real-time interactive communications, FINRA would consider the blog to be an interactive electronic forum that does not require prior principal approval; however, such communications must be supervised.

As a general matter, FINRA does not treat posts by customers or third parties as the firm's communication with the public subject to rule 2210. Thus, the prior principal approval, content and filing requirements of rule 2210 do not apply to these posts. Under certain circumstances, though, third-party posts may be attributed to the firm, and the analysis revolves around two factors: (1) has the firm involved itself in the preparation of the content; and (2) has the firm explicitly or implicitly endorsed or approved the content.


Suitability

Firms must remember that if it or one of its reps recommends a security through a social media site, it will trigger the requirements of NASD rule 2310 regarding suitability. Social media sites make their content widely available, or at least accessible to more than one individual. Rule 2310 requires a BD to determine that a recommendation is suitable for every investor to whom it is made. Firms should consider writing policies that prohibit recommendations on social media sites.

Indeed, firms should consider monitoring not only their own reps' posts, but potentially also third-party communications. This oversight can help a firm mitigate the perception that the firm is adopting a third-party's posting, help address any copyright issues that might be present, and block and screen for any offensive material. The SEC has referred to third-party posts that the firm becomes associated with as the "entanglement theory" – that is, the idea that the firm becomes entangled in the preparation of the message being delivered by the third party. The term used by the SEC for third-party posts that become attributable to the firm in terms of the actual content being articulated is the "adoption theory." Both scenarios envisioned in these SEC terms can present risks to the firm, even though, as a general rule, FINRA does not treat posts by customers or other third parties as communications from the firm itself and subject to rule 2210.

Supervision

Firms should employ risk-based principles to determine the extent to which the review of incoming, outgoing and internal electronic communications is necessary for the proper supervision of their business. Firms are reminded that electronic communications that are of a specific subject matter require review, including: research reports, customer complaints, order errors and account designation changes.

Remember that associated persons must be considered: firms need policies and procedures designed to ensure that associated persons who participate in social media are appropriately supervised, have the right training and background to issue such communications, and do not present undue risks to investors. 

Specific challenges

What do you do when a registered rep or registered investment adviser (RIA) rep is posting to a friend over LinkedIn or Facebook in a purely personal manner – but the conversation suddenly turns into a business discussion with some advice or recommendations extended?

Nancy Lininger, Founder/Consultant of The Consortium says, "It is difficult to put a wall between a social network page that is purely personal, and one that bleeds into business. People can see from your profile what you do for work. Some firms will establish a policy that no business communications can be performed on social networking sites, and those firms must reinforce the message throughout the year in its internal newsletters and annual compliance questionnaires. Those firms should consider surveying cyberspace (through Google searches) to see if any of their reps' names pop up."

Complinet asked Lininger about how to address the fact that the IA and BD rules do not line up exactly, making compliance and supervision more challenging for firms that are dually registered. The regulatory reform proposals wending their way through Congress do not specifically address these issues. Complinet asked her if she could surmise what is on the table for confronting this issue and what the best approach would be for firms in tackling it?

"BDs can use testimonials within some confines, but registered RIAs are prohibited from using testimonials," Lininger noted. "The advertising, supervising, and recordkeeping rules under the IA framework is more principles-based, while BDs have specific procedures with which to comply. A dual-registered firm must comply with the strictest requirements of each regulatory body that has jurisdiction over the firm, and everyone needs to be aware of what is on both sides of the line."

Best practices

Here is a list of best practices that can be implemented now, with the understanding that further clarification from FINRA and the SEC on the use of social media as communication tools will be forthcoming.
· Firms should develop and follow good habits by doing some eagle-eyed surveillance through random checks.

· Firms should develop supervisory and record-retention systems to monitor and capture all messages. In the absence of rules that are directly on point, firms and reps can refer to two FINRA resources – the Guide to the Internet for Registered Representatives and NASD NTM 99–03 on reviewing incoming written correspondence. If there's a question in your firm as to whether existing technology can provide the retrieval and retention functions noted here, you must remember that complying with the rules will take a great deal of manpower hours.

· Related to the item above, firms need to implement clear training tools that help brokers understand what types of communications methods are permitted, and in which ways, and reinforce and update them periodically.

· Since FINRA intends to be flexible and allow firms to communicate with clients and investors using this new media, it is important for member firms to do their part by reading its guidance. FINRA regulatory notice 10-06 provides guidance on blogs and social networking websites and should be the go-to source right now.

As Lininger creatively states it:

"I remember when Twitter was your heart rate triggered by your loved one's physical presence. Social network was your station within the upper, middle or lower class. Linked-in was the fence confining you to the school yard. Now these social media are contacts that flow through cyberspace to anyone, with no confines … except for the regulatory rules that bind."
